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This is a controlled document. It should not be altered in any way without the express 
permission of the author or their representative. On receipt of a new version, please 
destroy all previous versions 
 
Please note; this is not a restricted document. Copies of this document can be saved 
to other locations. 
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Issue Status Date Reason for Change Authorised 
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0.2 Draft 09/03/2017 Feedback from LW  

1.0 Final 17/03/2017 Agreed document IGSG 

1.1 Final 07/03/2019 New DP regs update IGSG 

1.2 Annual review April 2021 New Caldicott 8 added, change from IG 
lead to DSP lead, review of wording 

IGSG 

1.3 Annual review June 2021 Minor changes: Head of HIS IGSG 

1.4 Annual review February 2022 Considering ICO Data Sharing Code of 
Practice 

IGSG  

1.5 Annual review June 2023 Updated Data Protection principles. 
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IGSG 
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In the application of this strategy Torbay and South Devon NHS Foundation Trust will 
not discriminate against any persons regardless of sex, race, colour, language, religion, 
political, or other opinion, national or social origin, association with national minority, 
property, birth, or other status as defined under Article 14, European Convention Human 
Rights (ECHR) 1998, Race Relations (Amendment) Act 2000 and the Disability 
Discrimination (Amendment) Act 2005. 
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Introduction 
 
Information sharing is a vital component of an effective health and social care 
system.  
 
It is accepted that there is a balance to be had in terms of sharing information. 
Dame Fiona Caldicott outlined the following, which summarises the two aspects of 
the management of information that must be addressed: 

 
‘People using health and social care services are entitled to expect that their 
personal information will remain confidential. They must feel able to discuss sensitive 
matters with a doctor, nurse or social worker without fear that the information may be 
improperly disclosed. These services cannot work effectively without trust and trust 
depends on confidentiality. 
 
However, people also expect professionals to share information with other members 
of the care team, who need to co-operate to provide a seamless, integrated service. 
So good sharing of information, when sharing is appropriate, is as important as 
maintaining confidentiality. All organisations providing health or social care services 
must succeed in both respects if they are not to fail the people that they exist to 
serve.’ 
 
To support organisations in making the right decisions, we are guided by the 
following key standards: 
 

• The Data Protection Legislation – This law provides guidance on how 
information relating to living people should be processed. It is applicable 
across the United Kingdom and has a set of eight principles which define 
the responsibilities for those who store, process or transmit data. 

• The Caldicott Principles – These are a set of eight principles which were 
initially published in 1997 within the Caldicott Report, which was led by Dame 
Fiona Caldicott. The report was commissioned to address concerns about how 
personal information was used within the NHS in England and Wales, as well 
as identifying whether or not confidentiality was being undermined. The 8 
Caldicott principles emphasise ‘Trust’ as the key component. 

 

• NHS Digital Confidentiality Rules – In the formal Department of Health 
response to the 2013 Report, NHS Digital drew up five key rules that NHS 
organisations should follow in order to ensure that confidentiality and 
appropriate sharing of information was maintained. 
 

• NHS Digital’s Data Security and Protection (DSP) Toolkit - The DSP toolkit is an 
online self-assessment declaration which allows NHS organisations and 
partners to assess themselves against Department of Health Information 
Governance policies and standards. It is submitted annually, using a 
combination of self-assessment and external validation. The assessment is set 
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out to reflect the National Data Guardians 10 standards for managing data and 
the National Cyber Security Centre’s (NCSC) Cyber Assessment Framework 
(CAF) which provides a systematic and comprehensive approach to assessing 
cyber risks. 
 

• Information Commissioner’s Data Sharing Code of Practice issued October 
2021 

 

Purpose 

 
The purpose of this Strategy is to provide a framework by which the sharing of 
Personal Identifiable Data (PID) can be managed effectively and consistently across 
the local area. This strategy aligns with the Information Commissioner’s 2021 Data 
Sharing Code of Practice.  
 
The term Personal Identifiable Data describes personal information about identified or 
identifiable individuals which should be kept private or confidential. In this document, 
when discussing information sharing, this refers to sharing information which would 
be considered as PID. 

 
This Strategy aims to: 
 

• Provide a consistent approach to information sharing 

• Enable appropriate and relevant information flows across 
organisation boundaries and care settings 

• Support the needs of both direct and indirect care  

• Continually review the tools available to ensure that any guidance and 
documentation remains current and effective. 

 
The Information Governance team will support the trust by making available data 
sharing agreement templates and supporting policies, guidance and procedures. This 
process will be used to support the flow of information that is required for care 
pathways which assist in ensuring that organisational boundaries are not a barrier to 
providing the most appropriate and effective service. 
 

Principles and Approach 

 
Within Devon there has been an overarching Information Sharing Agreement in 
place for a number of years, which have been signed up to by health and social care 
organisations, including Local Authorities. This sets out the organisational intent with 
regards to the sharing of information, as well as the expectations in terms of security 
and management. This Strategy provides the approach and tools needed for 
effective sharing. 
 
This Strategy is focusing on using the existing legislation and guidance together with 
the best practice from partner organisations to produce a set of documents which are 
easy to use, consistent but comprehensive enough to provide real assurance. This will 
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be comprised of the following: 
 

• Information Sharing Strategy  

• Information Sharing Guidance for staff  

• Data Protection Impact Assessments 

• Fair Processing or Privacy Notices, Guidance Document and web pages  

• Information Sharing Agreements 

• Patient Information Leaflets 

 
Technology is being used to facilitate information sharing; however, without robust 
information sharing principles the desired outcomes may not be achieved.  
 
It is important to understand that this Strategy can be implemented for sharing 
information for direct patient care purposes and also for non-direct patient care 
purposes.  

• Direct patient care is where the sharing impacts directly on the patient or 
service users care pathway and would be for purposes such as referral and 
treatment from provider to provider.  

• Non-direct care purposes are where the benefit of the sharing of 
information will not directly impact the patient but could bring benefit to the 
service or to future patients. Examples of this could be sharing information 
for research purposes, for health protection and prevention and for audit 
purposes.  

o When information is being shared for Non-direct care purposes it is 
important to consider whether the National Data Opt Out applies and 
ensure that there is an appropriate legal basis for information 
sharing.  

 
Benefits and Outcomes 

 
It is anticipated that this Strategy and associated documentation will achieve 
the following benefits: 

• Robust and clear processes to enable organisations to share information 
across boundaries and care settings; 

• Development of a culture of collaboration and trust in relation to information 
sharing; 

• Ability to learn from existing information sharing processes; 

• Reduction in duplication of information shared; 

• Assurance that information is only being used for a specific purpose; 

• Availability of a ‘data map’ which will illustrate the flows of information 
across organisations; 

• Evidence of compliance with the relevant statutory requirements. 

 
Responsibilities 

 
Responsibility for Data Sharing within Torbay and South Devon NHS Foundation 
Trust lies with the Information Governance Team. 



P a g e  | 7 

 

 

 
The Information Governance Team will be responsible for the assessment and 
monitoring of any project / service change where assistance is required. A log will be 
held of all projects that require information sharing support which will also form the 
basis for a detailed data map. 
 
Information can only be shared where there is a clear legal basis to do so. 
 
Data Protection 
 
Torbay and South Devon NHS Foundation Trust (TSDFT) has a commitment to 
ensure that all policies and procedures developed act in accordance with all relevant 
data protection regulations and guidance. This policy has been designed with the UKs 
current data protection legislation in mind, and therefore provides the Trust with 
assurance of effective information governance practice. 

 
The UK data protection regime has 8 principles that need following which require that 
personal data shall be: 

 
1. processed lawfully, fairly and in a transparent manner in relation to individuals 
2. collected for specified, explicit and legitimate purposes and not further processed 

in a manner that is incompatible with those purposes; 
3. adequate, relevant and limited to what is necessary in relation to the purposes for 

which they are processed (‘data minimisation’); 
4. accurate and, where necessary, kept up to date 
5. kept in a form which permits identification of data subjects for no longer than is 

necessary for the purposes for which the personal data are processed 
6. takes into account people’s rights to access their personal data 
7. processed in a manner that ensures appropriate security of the personal data 
8. data is not to be transferred outside the EEA to other countries that do not have 

the same level of protection. 
 
Have all of the data protection principles been considered in the development or 

update of this policy? Yes ☒ No ☐  

 
Contacts 

 
If you require any further information regarding this strategy or the content 
contained within, please contact the Information Governance Team. 
 
Monitoring and Review 
 
This Strategy will be reviewed annually by the Information Governance Lead or 

sooner if a change in legislation dictates this. The IG Steering Group (IGSG) will 

monitor the effectiveness of this Strategy in terms of its supporting policy, 

procedures, plans and subsequent revisions through regular reports from the IG 

team on improvements, risks and issues.  


